11/07/2019

oy ;
({®}) acklio
-

Massive loT

Preserve the Internet with SCHC

Laurent Toutain
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At-a-Glance

i
Cisco

Internet of Things

Connected Means Informed

According to Cisco, 500 billion devices are expected to be connected
to the Internet by 2030. Each device includes sensors that collect data,
interact with the environment, and communicate over a network. The
Internet of Things (loT) is the network of these connected devices.
These smart, connected devices generate data that loT applications
use to aggregate, analyze, and deliver insight, which helps drive more
informed decisions and actions.

The loT is a critical part of business strategies going forward. Based on
an IDC study of 2300 executives in 15 countries, 48 percent of those
surveyed have already deployed loT solutions, and 58 percent said that
the 0T is strategic to their business strategy (Figure 1).
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Costs to maintain loT
In 2030
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ENERGY

.

Transmission power: 25 mW
Battery lifetime: more than 10 years

Transmission power: 100 mW
Battery lifetime: more than 10 years

Throughput: 100 bit/s — 10 Kbit/s
+ Frame size : 8 bytes to 200 bytes
Range : 2 km urban — 30 km insight

Throughput: 200 bit/s — 10 Kbit/s
+ Frame size : 1 600 Bytes S
* Range : 2 km urban — 10 Km insight

Unlicensed spectrum : 868 MHz (EU)
+ Duty cycle

+ Licensed spectrum : around 700 MHz

Mainly uplink communications ~ Bi-directional communications
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INTEROPERABILITY

INTEROPERABILITY

CBOR

CoAP

ubpP

6LoWPAN

AES-CCM-128

loT device

TCP

IPv6

MAC

Gateway Cloud
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SECURITY

SECURITY

HTTP

TLS

JAVAVAN

IPsec

INJOL\' CBOR

I OSCore I

CoAP

DTLS

uDP

IPv6
6LOWPAN

IEEE 802.15.4 / BTLE / ...
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IP, Interoperability and Security generate too large messages
for LPWAN.

= NSFnet Backbone

NSFnet Backbone Network
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Internet Constrained
1000s bytes devices
100s bytes

For constrained networks

Constrained
networks
10s bytes

Cost of e2e encryption:

10 to 20 Bytes

~200 Bytes to
over 2KB
Message
4B L
20 Bytes ytes Transport
8 Bytes | |
40 Bytes 20 Bytes SCHC

| | 0-10s bytes

Compression mechanisms -
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Compression mechanisms - ROHC

JeT
Ownin

Classification des champs

0 15 31 Contexte
0 15 31

\/trrl ID. de Flux | En-téte St

Ver | Classe de Serv. ID. de Flux

Long. De Données Sautes

IPv6 - Adresse Source o Adresse Source

A
TT1

Adresse Destination

- Adresse Destination

UDP {Lonqueur Datagram Checksum

Ver|P [X |CCnt| M |P.Type| Numéro Séquence
Timestamp

Source Port Destination Port

Synchronization Source Identification (SSRC)

Classe Sautes Extension List | UDP Checksum
de Serv

Identification Source Synchronisation(SSRC) UDP Check.|ver

P |RX| cC M | P.Type [ Numéro Seq.

[Numéro Seq|

RTP 1 |1dentification Source Contribution (1ére.)

(CSRC) ...

Timestamp
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Timestamp CSRC List
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Identification Source Contribution(dernier)

Partie Dynamique Partie Statique

Données de I'application
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IMT Atlantique
Bretagne-Pays do la Loire
Ecole Mines-Télécom

IPv6

dio

00: ECN + DSCP + 4-bit Pad + Flow Label (4 bytes)
01: ECN + 2-bit Pad + Flow Label (3 bytes), DSCP is elided.

10: ECN + DSCP (1 byte), Flow Label is elided.
11: Traffic Class and Flow Label are elided.

0: Full 8 bits for Next Header are carried in-line.

1: The Next Header field is compressed and the next header is encoded using LOWPAN_NHC

Dispatch
IPCP

Source address Destination add

00: The Hop Limitfield is carried in-line
01: The Hop Limit field is compressed and the hop limitis 1.
10: The Hop Limit field is compressed and the hop limitis 64
2c; | 11: The Hop Limit field is compressed and the hop limitis 255.

add
A

/ A A\T4 \
C[IS D
DJC C

Compressed Header Fields

A

0 to 38 Bytes

FEBO::/64
Unicast Prefix
Multicast Prefix

IPv6 Address

prefix 11D

1D

Derived from L2

Multcast

\ 4
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Full
device

Uncompressed header

IZ\ Uncompressed heade&
f

Card 1 rule Card 1
Header I Header
description '/ description
/ context Residue

Rule id
¥

Card 12 [compressed header]

+ remaining data
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rulelD => value/length

Fragmentation

(FID) integer
| S ——————— I T T I I I T I T T
|Field 1|FL|FP[IDI|Target Value|Matching Operator|Comp/Decomp Act
e e R B e e L T +
|Field 2|FL|FP[IDI|Target Value|Matching Operator|Comp/Decomp Act

oo oo

O o e OO

Matching Operator

S

e e e Tt

N———_ ———_—— - —

e Yo Tt e

Comp/Decomp Act

e e e e e T

N—_———————_————

Array

-~ Integer, String ----

-ee-EEEEC L. .. . - -

N A~

Value-sent
LSB
Mapping-sent
Compute-*

Compression

1Pvé

VDS, FL Len.  NH HL Source Address

6003129900301112200106607301372810bb6cc6e,

Destination Address

a9f£7£32

uop
Sport. DPort. Len. ChkSumTtlk C Mid Tk

0

185d5091633003086124102

CotP
Options

600436080015111200106607301372810bb6cc6cadf£7£3200 02365723d5091633001571£34102000f18b5414c455254
RULE 12 FL  Pos Dir Target Value Matching Operator CDA ‘rame 1 Frame
1Pvé.version a1 bi 6 Equal Not-sent
1P6.DiffServ 81 bi 00 Equal Not-sent
1PVG.Flow Label 20 1 bi 00000 Equal Not-sent
1Pv6.Length 16 1 bi Ignore Compute-length
1Pv6.Next Header 81 bi 1 Equal Not-sent
1Pu6.Hop Limit 81 up 30 Equal Not-sent
1Pu6.Hop Limit 81 dw 1 Ignore Not-sent
1Pv6.Dev Prefix 64 1 bi 0x2001066073013728 Equal Not-sent
1Pv6.Dev IID 64 1 bi 0x10bbéccbeadfi7f3 Equal Not-sent
1Pv6.App Prefix 64 1 bi 0x2001042011010001 Equal Not-sent - -
1Pv6.App 11D 64 1 bi [0x185, 0x2365723 ] Match-mapping Mapping-sent 0b0 0b1
UDP.Dev Port 16 1 bi 0xd509 Equal Not-sent
UDP.App Port 16 1 bi 0x1633 Equal Not-sent
UDP.Length 16 1 bi Ignore Compute-length
UDP.Checksum 16 1 bi Ignore Compute-checksum
CoAP.version 21 bi 1 Equal Not-sent
CoAP.Type 21 up 1(NON) Equal Notsent = =
CoAP.TKL a1 bi 0x00 MSB(7) 53 0b1 0b1
CoAP.Code 81 Up 2(POST) Equal Notsent = =
CoAP.MID 16 1 Bi 0x0000 MSB(12) 53 Oxe OxF
CoAP.Token T 1 Bi Ignore Value-sent 0x17 0x18
CoAP.Uri-path Var 1 Up [*msr*, “ALERT'] Match-mapping Mapping-sent 060 0b1
CoAP.Uri-path Var 2 Up [None, “tmp"] Match-mapping Mapping-sent 01 060
CoAP.Uri-path Var 3 Up Ignore Value-sent 050110"inside” 060000
CoAP.end option 81 Up OxFF Equal Notsent = =

its its

FEE5

Data

17536d737203746d700641424344303046696e7369646577831903£41200029e62191898
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SCHC

Static Context Header Compression i

Compression SCHC

Static Context Header

Compression (SCHC)
Fragmentation

LPWAN Technology

(LoRa, Sigfox, NB-lot, LTE-M, ...)

Image by skeeze from plxabay
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Why fragmentation?

+ If compression is not enough:
+ Large payload
+ Very limited frame size

+ Necessary for key exchanges:
+ Based on random values

* New services:

+ Logs vs events
+ Optimize transmissions and privacy

+ Firmware updates

4 nd

IMT Atlantique
-Pays o a Love
Eclo s Toocom
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Efficient fragmentation for LPWAN
Networks

e Small overhead
Use Rule ID
Different fragmentation parameters:
error rate, packet size,...

e Padding management
Max Overhead : 7 bits

e Traffic asymmetry
Ack and retransmission are optimized

e Simple implementation
Few synchronization during the exchange

e MTU change

Image by skeeze from plxabay
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3 fragmentation modes

No Ack:

Fragments are sent, last one contains a MIC to check
fragment losses

Ack-always:

Packets are divided into windows
Each window is acked

Ack-on-Error:
Packets are divided into windows and tiles
Last packet is acked
Extra ack are sent only if some fragments are lost

4 nd

IMT Atlantique
-Pays o a Love
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Rule ID space IPv rulelD Y

Compression

® <

Fragmentation \
rulelD Z
Compression rules are bi-directional:

Use dev and App address, not source and destination. —
—

Up and down attribute to assign to a direction. 4/‘<>

Fragmentation rules are unidirectional:
Other direction may be used for ack.

(a) acklio

14
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Window 0 Wi dow 1 Wi dowZ Window 3 Win d w 4 Wind w 5 1
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4 3 2 1

1) Define a Tile size compatible with the smallest 3) Number windows
frame
Ex: 9 bytes for LoRaWAN in the US

2) Define a max tile number and number in decreasing 4) Send fragments with a integer number of
order tiles
« All-0: End of window, All-1: End of Packet

-
N i N’
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- R Confidential Property of Acklio
Windo Windo Windo Win Windo Windo Win Windo Win indow
wOl. wl w2l w3l wal w7l )| A | 1
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v [LITTITT] y[TTITTIT] v [TITTITT] » (11
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l l

MIC

Compute
MIC
4) Compute bitmap for each window
5) Receive All-1
6) Verify MIC
7) Send back MIC OK
(@) ackiio !.!_'
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Windo Windo Windo Windo Wmdo Wmdo Wmdo Wmdo Wmdc Wmdo
w3

10000 00001

10000

4
5
6
7

Compute bitmap for each window
Receive All-1

Some fragments are missing

—_ 2 I

Send first non full window bitmap
(ZE}O acklio 5:?..3%

Confidential Property of Acklio

Performances
Average Acks per Packet vs. P success

=]
—e— window_size=7 tiles, windows per packet=4
50 —m— window _size=14 tiles, windows per packet=2
—e— window_size=21 tiles, windows per packet=2

40

30
Fragment size = 200 bytes
Tile size = 49 bytes

Packet size = 1280 bytes

No error, just a small ack: MIC OK

20

Average Acks per Packet E(k)

10

ol 01 02 03 04 05 06 07 08 09 1
Pyyccess
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PERSPECTIVES

SHCH as application layer packets

UE eNB Core Network SCEF AS
.=. CP (DoNAS) mwﬁ
— I - - [ ]

’_. UP ._-' UP (S1-U) .
— — Q —

mm SCHC compressor /decompressor
(Application Layer)

©—2 Non-IP

©® SCEF services
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SCHC integrates Billions on devices into the Internet for a better interoperability and security.
= ONANL ™

18



